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earlier, and 8 versions 8.3.3 and earlier,
allows remote attackers to execute
arbitrary code via a certain DNS server

response containing SIG resource records
(RR)."

“CVE-2002-0910: Buffer overflows in
netstd 3.07-17 package allows remote
DNS servers to execute arbitrary code via
a long FQDN reply, as observed in the
utilities (1) linux-ftpd, (2) pcnfsd, (3)
tftp, (4) traceroute, or (5) from/to.”

“CVE-2002-0906: Buffer overflow in
Sendmail before 8.12.5, when configured
to use a custom DNS map to query
TXT records, allows remote attackers

to cause a denial of service and possibly

execute arbitrary code via a malicious
DNS server.”

"CVE-2002-0825: Buffer overflow in
the DNS SRV code for nss_Ildap before
nss_ldap-198 allows remote attackers to
cause a denial of service and possibly
execute arbitrary code.”

“CVE-2002-0698: Buffer overflow in
Internet Mail Connector (IMC) for
Microsoft Exchange Server 5.5 allows
remote attackers to execute arbitrary
code via an EHLO request from a system
with a long name as obtained through a
reverse DNS lookup, which triggers the
overflow in IMC's hello response.”

“CVE-2002-0684: Buffer overflow in DNS
resolver functions that perform lookup of
network names and addresses, as used
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“CVE-2002-0825: Buffer overflow in
the DNS SRV code for nss_ldap before
nss_ldap-198 allows remote attackers to
cause a denial of service and possibly
execute arbitrary code.”

“CVE-2002-0698: Buffer overflow in
Internet Mail Connector (IMC) for
Microsoft Exchange Server 5.5 allows
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code via an EHLO request from a system
with a long name as obtained through a
reverse DNS lookup, which triggers the
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"CVE-2002-0825: Buffer overflow in
the DNS SRV code for nss_Ildap before
nss_ldap-198 allows remote attackers to
cause a denial of service and possibly
execute arbitrary code.”

“*CVE-2002-0698: Buffer overflow in
Internet Mail Connector (IMC) for
Microsoft Exchange Server 5.5 allows
remote attackers to execute arbitrary
code via an EHLO request from a system
with a long name as obtained through a
reverse DNS lookup, which triggers the
overflow in IMC's hello response.”

“CVE-2002-0684: Buffer overflow in DNS

resolver functions that perform lookup of
network names and addresses, as used

in BIND 4.9.8 and
and earlier, allows re
servers to execute ar
a subroutine used by
getnetbyname and g

“CVE-2002-0651: B
DNS resolver code u
and libbind, as deriv
allows remote malici
cause a denial of ser
execute arbitrary coc
resolvers.”

“CVE-2002-0423: B
efingerd 1.5 and earl
to 1.61, allows remo
a denial of service a
arbitrary code via a
an IP address with ¢
Is obtained via a rev



Lrary
sthname.”

v 1N

) and

earlier,

te
server

' records

VS 1N
mote
code via
In the

to cause a denial of service and possibly

execute arbitrary code via a malicious
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“CVE-2002-0825: Buffer overflow in
the DNS SRV code for nss_ldap before
nss_ldap-198 allows remote attackers to
cause a denial of service and possibly
execute arbitrary code.”

“CVE-2002-0698: Buffer overflow in
Internet Mail Connector (IMC) for
Microsoft Exchange Server 5.5 allows
remote attackers to execute arbitrary
code via an EHLO request from a system
with a long name as obtained through a
reverse DNS lookup, which triggers the
overflow in IMC's hello response.”

“CVE-2002-0684: Buffer overflow in DNS

resolver functions that perform lookup of
network names and addresses, as used

in BIND 4.9.8 and ported to glil
and earlier, allows remote malicic
servers to execute arbitrary code
a subroutine used by functions s
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to cause a denial of service and possibly

execute arbitrary code via a malicious
DNS server.”

"CVE-2002-0825: Buffer overflow in
the DNS SRV code for nss_Ildap before
nss_ldap-198 allows remote attackers to
cause a denial of service and possibly
execute arbitrary code.”

“CVE-2002-0698: Buffer overflow in
Internet Mail Connector (IMC) for
Microsoft Exchange Server 5.5 allows
remote attackers to execute arbitrary
code via an EHLO request from a system
with a long name as obtained through a
reverse DNS lookup, which triggers the
overflow in IMC's hello response.”

“CVE-2002-0684: Buffer overflow in DNS
resolver functions that perform lookup of
network names and addresses, as used

in BIND 4.9.8 and ported to glibc 2.2.5
and earlier, allows remote malicious DNS
servers to execute arbitrary code through
a subroutine used by functions such as
getnetbyname and getnetbyaddr.”

“CVE-2002-0651: Buffer overflow in the
DNS resolver code used in libc, glibc,
and libbind, as derived from ISC BIND,
allows remote malicious DNS servers to
cause a denial of service and possibly
execute arbitrary code via the stub
resolvers.”

“CVE-2002-0423: Buffer overflow in
efingerd 1.5 and earlier, and possibly up
to 1.61, allows remote attackers to cause
a denial of service and possibly execute
arbitrary code via a finger request from
an |P address with a long hostname that
is obtained via a reverse DNS lookup.”
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“CVE-2002-0651: Buffer overflow in the
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and libbind, as derived from ISC BIND,
allows remote malicious DNS servers to
cause a denial of service and possibly
execute arbitrary code via the stub
resolvers.”

“CVE-2002-0423: Buffer overflow in
efingerd 1.5 and earlier, and possibly up
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in BIND 4.9.8 and ported to glibc 2.2.5
and earlier, allows remote malicious DNS
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a subroutine used by functions such as
getnetbyname and getnetbyaddr.”

“CVE-2002-0651: Buffer overflow in the
DNS resolver code used in libc, glibc,
and libbind, as derived from ISC BIND,
allows remote malicious DNS servers to
cause a denial of service and possibly
execute arbitrary code via the stub
resolvers.”

“CVE-2002-0423: Buffer overflow in
efingerd 1.5 and earlier, and possibly up
to 1.61, allows remote attackers to cause
a denial of service and possibly execute
arbitrary code via a finger request from
an |P address with a long hostname that
is obtained via a reverse DNS lookup.”

“CVE-2002-0332: B\
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in BIND 4.9.8 and ported to glibc 2.2.5
and earlier, allows remote malicious DNS
servers to execute arbitrary code through
a subroutine used by functions such as
getnetbyname and getnetbyaddr.”

“CVE-2002-0651: Buffer overflow in the
DNS resolver code used in libc, glibc,
and libbind, as derived from ISC BIND,
allows remote malicious DNS servers to
cause a denial of service and possibly
execute arbitrary code via the stub
resolvers.”

“CVE-2002-0423: Buffer overflow in
efingerd 1.5 and earlier, and possibly up
to 1.61, allows remote attackers to cause
a denial of service and possibly execute
arbitrary code via a finger request from
an |P address with a long hostname that
is obtained via a reverse DNS lookup.”

“CVE-2002-0332: Buffer overfloy
xtell (xtelld) 1.91.1 and earlier, -
before 2.7, allows remote attacke
execute arbitrary code via (1) a
DNS hostname that is determine
reverse DNS lookups, (2) a long
string, or (3) certain data in the
request.”

“CVE-2002-0180: Buffer overflow
Webalizer 2.01-06, when configu
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in BIND 4.9.8 and ported to glibc 2.2.5
and earlier, allows remote malicious DNS
servers to execute arbitrary code through
a subroutine used by functions such as
getnetbyname and getnetbyaddr.”

“CVE-2002-0651: Buffer overflow in the
DNS resolver code used in libc, glibc,
and libbind, as derived from ISC BIND,
allows remote malicious DNS servers to
cause a denial of service and possibly
execute arbitrary code via the stub
resolvers.”

“CVE-2002-0423: Buffer overflow in
efingerd 1.5 and earlier, and possibly up
to 1.61, allows remote attackers to cause
a denial of service and possibly execute
arbitrary code via a finger request from
an |P address with a long hostname that
is obtained via a reverse DNS lookup.”

“CVE-2002-0332: Buffer overflows in
xtell (xtelld) 1.91.1 and earlier, and 2.x
before 2.7, allows remote attackers to
execute arbitrary code via (1) a long
DNS hostname that is determined using
reverse DNS lookups, (2) a long AUTH
string, or (3) certain data in the xtell
request.”

“CVE-2002-0180: Buffer overflow in
Webalizer 2.01-06, when configured to
use reverse DNS lookups, allows remote
attackers to execute arbitrary code by
connecting to the monitored web server
from an IP address that resolves to a
long hostname.”

“CVE-2002-0163: Heap-based buffer
overflow in Squid before 2.4 STABLEA4,
and Squid 2.5 and 2.6 until March

12, 2002 distributions, allows remote
attackers to cause a denial of service,
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“CVE-2002-0332: Buffer overflows in
xtell (xtelld) 1.91.1 and earlier, and 2.x
before 2.7, allows remote attackers to
execute arbitrary code via (1) a long
DNS hostname that is determined using
reverse DNS lookups, (2) a long AUTH
string, or (3) certain data in the xtell
request.”

“CVE-2002-0180: Buffer overflow in
Webalizer 2.01-06, when configured to
use reverse DNS lookups, allows remote
attackers to execute arbitrary code by
connecting to the monitored web server
from an IP address that resolves to a
long hostname.”

“CVE-2002-0163: Heap-based buffer
overflow in Squid before 2.4 STABLEA4,
and Squid 2.5 and 2.6 until March

12, 2002 distributions, allows remote
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“CVE-2002-0332: Buffer overflows in
xtell (xtelld) 1.91.1 and earlier, and 2.x
before 2.7, allows remote attackers to
execute arbitrary code via (1) a long
DNS hostname that is determined using
reverse DNS lookups, (2) a long AUTH
string, or (3) certain data in the xtell
request.”

“CVE-2002-0180: Buffer overflow in
Webalizer 2.01-06, when configured to
use reverse DNS lookups, allows remote
attackers to execute arbitrary code by
connecting to the monitored web server
from an IP address that resolves to a
long hostname.”

“CVE-2002-0163: Heap-based buffer
overflow in Squid before 2.4 STABLEA4,
and Squid 2.5 and 2.6 until March

12, 2002 distributions, allows remote
attackers to cause a denial of service,

and possibly execute arbitrary co
compressed DNS responses.”

“CVE-2002-0029: Buffer overfloy
the DNS stub resolver library in
BIND 4.9.2 through 4.9.10, and
derived libraries such as BSD lib
GNU glibc, allow remote attacke
execute arbitrary code via DNS
responses that trigger the overflc
(1) getnetbyname, or (2) getnetl
functions.”
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“CVE-2002-0332: Buffer overflows in
xtell (xtelld) 1.91.1 and earlier, and 2.x
before 2.7, allows remote attackers to
execute arbitrary code via (1) a long
DNS hostname that is determined using
reverse DNS lookups, (2) a long AUTH
string, or (3) certain data in the xtell
request.”

“CVE-2002-0180: Buffer overflow in
Webalizer 2.01-06, when configured to
use reverse DNS lookups, allows remote
attackers to execute arbitrary code by
connecting to the monitored web server
from an IP address that resolves to a
long hostname.”

“CVE-2002-0163: Heap-based buffer
overflow in Squid before 2.4 STABLEA4,
and Squid 2.5 and 2.6 until March

12, 2002 distributions, allows remote
attackers to cause a denial of service,

and possibly execute arbitrary code, via
compressed DNS responses.”

“CVE-2002-0029: Buffer overflows in

the DNS stub resolver library in ISC
BIND 4.9.2 through 4.9.10, and other
derived libraries such as BSD libc and
GNU glibc, allow remote attackers to
execute arbitrary code via DNS server
responses that trigger the overflow in the
(1) getnetbyname, or (2) getnetbyaddr
functions.”

“CVE-2001-0207: Buffer overflow

in bing allows remote attackers to
execute arbitrary commands via a long
hostname, which is copied to a small
buffer after a reverse DNS lookup using
the gethostbyaddr function.”

“CVE-2001-0050: Buffer overflow in
BitchX IRC client allows remote attackers
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the DNS stub resolver library in ISC
BIND 4.9.2 through 4.9.10, and other
derived libraries such as BSD libc and
GNU glibc, allow remote attackers to
execute arbitrary code via DNS server
responses that trigger the overflow in the
(1) getnetbyname, or (2) getnetbyaddr
functions.”

“CVE-2001-0207: Buffer overflow

in bing allows remote attackers to
execute arbitrary commands via a long
hostname, which is copied to a small
buffer after a reverse DNS lookup using
the gethostbyaddr function.”
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“CVE-2002-0029: Buffer overflows in

the DNS stub resolver library in ISC
BIND 4.9.2 through 4.9.10, and other
derived libraries such as BSD libc and
GNU glibc, allow remote attackers to
execute arbitrary code via DNS server
responses that trigger the overflow in the
(1) getnetbyname, or (2) getnetbyaddr
functions.”

“CVE-2001-0207: Buffer overflow

in bing allows remote attackers to
execute arbitrary commands via a long
hostname, which is copied to a small
buffer after a reverse DNS lookup using
the gethostbyaddr function.”

“CVE-2001-0050: Buffer overflow in
BitchX IRC client allows remote attackers
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“CVE-2002-0029: Buffer overflows in

the DNS stub resolver library in ISC
BIND 4.9.2 through 4.9.10, and other
derived libraries such as BSD libc and
GNU glibc, allow remote attackers to
execute arbitrary code via DNS server
responses that trigger the overflow in the
(1) getnetbyname, or (2) getnetbyaddr
functions.”

“CVE-2001-0207: Buffer overflow

in bing allows remote attackers to
execute arbitrary commands via a long
hostname, which is copied to a small
buffer after a reverse DNS lookup using
the gethostbyaddr function.”

“CVE-2001-0050: Buffer overflow in
BitchX IRC client allows remote attackers

to cause a denial of service and
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and possibly execute arbitrary code, via
compressed DNS responses.”

“CVE-2002-0029: Buffer overflows in

the DNS stub resolver library in ISC
BIND 4.9.2 through 4.9.10, and other
derived libraries such as BSD libc and
GNU glibc, allow remote attackers to
execute arbitrary code via DNS server
responses that trigger the overflow in the
(1) getnetbyname, or (2) getnetbyaddr
functions.”

“CVE-2001-0207: Buffer overflow

in bing allows remote attackers to
execute arbitrary commands via a long
hostname, which is copied to a small
buffer after a reverse DNS lookup using
the gethostbyaddr function.”

“CVE-2001-0050: Buffer overflow in
BitchX IRC client allows remote attackers

to cause a denial of service and possibly
execute arbitrary commands via an IP
address that resolves to a long DNS
hostname or domain name.”

“CVE-2001-0029: Buffer overflow in oops
WWW proxy server 1.4.6 (and possibly
other versions) allows remote attackers
to execute arbitrary commands via a long
host or domain name that is obtained
from a reverse DNS lookup.”

“CVE-2001-0011: Buffer overflow in
nslookupComplain function in BIND

4 allows remote attackers to gain root
privileges.”

“CVE-2001-0010: Buffer overflow in
transaction signature (TSIG) handling
code in BIND 8 allows remote attackers
to gain root privileges.”
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WWW proxy server 1.4.6 (and possibly
other versions) allows remote attackers
to execute arbitrary commands via a long
host or domain name that is obtained
from a reverse DNS lookup.”
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to gain root privileges.”
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to cause a denial of service and possibly
execute arbitrary commands via an IP
address that resolves to a long DNS
hostname or domain name.”

“CVE-2001-0029: Buffer overflow in oops
WWW proxy server 1.4.6 (and possibly
other versions) allows remote attackers
to execute arbitrary commands via a long
host or domain name that is obtained
from a reverse DNS lookup.”

“CVE-2001-0011: Buffer overflow in
nslookupComplain function in BIND

4 allows remote attackers to gain root
privileges.”

“CVE-2001-0010: Buffer overflow in
transaction signature (TSIG) handling
code in BIND 8 allows remote attackers
to gain root privileges.”
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to cause a denial of service and possibly
execute arbitrary commands via an IP
address that resolves to a long DNS
hostname or domain name.”

“CVE-2001-0029: Buffer overflow in oops
WWW proxy server 1.4.6 (and possibly
other versions) allows remote attackers
to execute arbitrary commands via a long
host or domain name that is obtained
from a reverse DNS lookup.”

“CVE-2001-0011: Buffer overflow in
nslookupComplain function in BIND

4 allows remote attackers to gain root
privileges.”

“CVE-2001-0010: Buffer overflow in
transaction signature (TSIG) handling
code in BIND 8 allows remote attackers
to gain root privileges.”

“CVE-2000-0405: Buffer overflow in
LOpht AntiSniff allows remote attackers
to execute arbitrary commands via a
malformed DNS response packet.”

“CVE-1999-1321: Buffer overflow in ssh
1.2.26 client with Kerberos V enabled
could allow remote attackers to cause

a denial of service or execute arbitrary
commands via a long DNS hostname that
is not properly handled during TGT ticket
passing.”

“"CVE-1999-1060: Buffer overflow in
Tetrix TetriNet daemon 1.13.16 allows
remote attackers to cause a denial of
service and possibly execute arbitrary
commands by connecting to port 31457
from a host with a long DNS hostname.”

“CVE-1999-0833: Buffer overflow in
BIND 8.2 via NXT records.”
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“CVE-2000-0405: Buffer overflow in
LOpht AntiSniff allows remote attackers
to execute arbitrary commands via a
malformed DNS response packet.”

“CVE-1999-1321: Buffer overflow in ssh
1.2.26 client with Kerberos V enabled
could allow remote attackers to cause

a denial of service or execute arbitrary
commands via a long DNS hostname that
is not properly handled during TGT ticket
passing.”

“CVE-1999-1060: Buffer overflow in
Tetrix TetriNet daemon 1.13.16 allows
remote attackers to cause a denial of
service and possibly execute arbitrary
commands by connecting to port 31457
from a host with a long DNS hostname.”
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“CVE-2000-0405: Buffer overflow in
LOpht AntiSniff allows remote attackers
to execute arbitrary commands via a
malformed DNS response packet.”

“CVE-1999-1321: Buffer overflow in ssh
1.2.26 client with Kerberos V enabled
could allow remote attackers to cause

a denial of service or execute arbitrary
commands via a long DNS hostname that
is not properly handled during TGT ticket
passing.”

“CVE-1999-1060: Buffer overflow in
Tetrix TetriNet daemon 1.13.16 allows
remote attackers to cause a denial of
service and possibly execute arbitrary
commands by connecting to port 31457
from a host with a long DNS hostname.”

“CVE-1999-0833: Buffer overflow in
BIND 8.2 via NXT records.”
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“CVE-2000-0405: Buffer overflow in
LOpht AntiSniff allows remote attackers
to execute arbitrary commands via a
malformed DNS response packet.”

“CVE-1999-1321: Buffer overflow in ssh
1.2.26 client with Kerberos V enabled
could allow remote attackers to cause

a denial of service or execute arbitrary
commands via a long DNS hostname that
is not properly handled during TGT ticket
passing.”

“CVE-1999-1060: Buffer overflow in
Tetrix TetriNet daemon 1.13.16 allows
remote attackers to cause a denial of
service and possibly execute arbitrary
commands by connecting to port 31457
from a host with a long DNS hostname.”

“CVE-1999-0833: Buffer overflow in
BIND 8.2 via NXT records.”
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“CVE-2000-0405: Buffer overflow in
LOpht AntiSniff allows remote attackers
to execute arbitrary commands via a
malformed DNS response packet.”

“CVE-1999-1321: Buffer overflow in ssh
1.2.26 client with Kerberos V enabled
could allow remote attackers to cause

a denial of service or execute arbitrary
commands via a long DNS hostname that
is not properly handled during TGT ticket
passing.”

“CVE-1999-1060: Buffer overflow in
Tetrix TetriNet daemon 1.13.16 allows
remote attackers to cause a denial of
service and possibly execute arbitrary
commands by connecting to port 31457
from a host with a long DNS hostname.”

“CVE-1999-0833: Buffer overflow in
BIND 8.2 via NXT records.”

"CVE-1999-0299: Buffer overflow
in FreeBSD Ipd through long DNS

hostnames.”

“CVE-1999-0101: Buffer overflow in AlX
and Solaris " gethostbyname” library call
allows root access through corrupt DNS
host names.”

"CVE-1999-0009: Inverse query buffer
overflow in BIND 4.9 and BIND 8

Releases.”
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“CVE-1999-0299: Buffer overflow
in FreeBSD lpd through long DNS

hostnames.”

“CVE-1999-0101: Buffer overflow in AlX
and Solaris " gethostbyname” library call

allows root access through corrupt DNS

host names.”

“CVE-1999-0009: Inverse query buffer
overflow in BIND 4.9 and BIND 8

Releases.”

More security problems

What we've learned so far:

Attacker easily breaks DNS
through packet forgery,

thanks to bad protocol.

Or through buffer overflow
thanks to bad software.

But wait, there's more!



"CVE-1999-0299: Buffer overflow
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hostnames.”

“CVE-1999-0101: Buffer overflow in AIX
and Solaris " gethostbyname” library call

allows root access through corrupt DNS

host names.”

“"CVE-1999-0009: Inverse query buffer
overflow in BIND 4.9 and BIND 8

Releases.”

More security problems

What we've learned so far:

Attacker easily breaks DNS
through packet forgery,

thanks to bad protocol.

Or through buffer overflows,
thanks to bad software.

But wait, there's more!
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More security problems

What we've learned so far:

Attacker easily breaks DNS
through packet forgery,

thanks to bad protocol.

Or through buffer overflows,
thanks to bad software.

But wait, there's more!
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More security problems

What we've learned so far:

Attacker easily breaks DNS
through packet forgery,

thanks to bad protocol.

Or through buffer overflows,
thanks to bad software.

But wait, there's more!
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More security problems

What we've learned so far:

Attacker easily breaks DNS
through packet forgery,

thanks to bad protocol.

Or through buffer overflows,
thanks to bad software.

But wait, there's more!

“CVE-2008-5077: OpenSSL 0.9.
earlier does not properly check t
value from the EVP_VerityFinal
which allows remote attackers tc
validation of the certificate chair

malformed SSL/TLS signature fc
and ECDSA keys.”

This bug (announced 2009
allowed trivial forgery of
DNSSEC DSA signatures.




More security problems “CVE-2008-5077: OpenSSL 0.9.8i and
earlier does not properly check the return

What we've learned so far: value from the EVP_VerifyFinal function,
which allows remote attackers to bypass
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malformed SSL/TLS signature for DSA
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More security problems

What we've learned so far:

Attacker easily breaks DNS
through packet forgery,

thanks to bad protocol.

Or through buffer overflows,
thanks to bad software.

But wait, there's more!

“CVE-2008-5077: OpenSSL 0.9.8i and
earlier does not properly check the return
value from the EVP_VerifyFinal function,
which allows remote attackers to bypass
validation of the certificate chain via a

malformed SSL/TLS signature for DSA
and ECDSA keys.”

This bug (announced 2009.01)
allowed trivial forgery of
DNSSEC DSA signatures.

. which was a big deal for
the 20 people on Earth who use

DNSSEC DSA signatures.
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“CVE-2008-5077: OpenSSL 0.9.8i and

earlier does not properly check the return
value from the EVP_VerifyFinal function,
which allows remote attackers to bypass

validation of the certificate chain via a
malformed SSL/TLS signature for DSA
and ECDSA keys.”

This bug (announced 2009.01)
allowed trivial forgery of
DNSSEC DSA signatures.

. which was a big deal for

the 20 people on Earth who use
DNSSEC DSA signatures.
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“CVE-2008-5077: OpenSSL 0.9.8i and
earlier does not properly check the return
value from the EVP_VerifyFinal function,
which allows remote attackers to bypass
validation of the certificate chain via a

malformed SSL/TLS signature for DSA
and ECDSA keys.”

This bug (announced 2009.01)
allowed trivial forgery of
DNSSEC DSA signatures.

. which was a big deal for
the 20 people on Earth who use

DNSSEC DSA signatures.
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“CVE-2008-5077: OpenSSL 0.9.8i and
earlier does not properly check the return
value from the EVP_VerifyFinal function,
which allows remote attackers to bypass

validation of the certificate chain via a
malformed SSL/TLS signature for DSA
and ECDSA keys.”

This bug (announced 2009.01)
allowed trivial forgery of
DNSSEC DSA signatures.

. which was a big deal for

the 20 people on Earth who use
DNSSEC DSA signatures.
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“CVE-2008-5077: OpenSSL 0.9.8i and
earlier does not properly check the return
value from the EVP_VerifyFinal function,
which allows remote attackers to bypass

validation of the certificate chain via a

malformed SSL/TLS signature for DSA
and ECDSA keys.”

This bug (announced 2009.01)
allowed trivial forgery of
DNSSEC DSA signatures.

. which was a big deal for
the 20 people on Earth who use

DNSSEC DSA signatures.

“CVE-2007-2925: The default access
control lists (ACL) in ISC BIND 9.4.0,
9.4.1, and 9.5.0al through 9.5.0ab do
not set the allow-recursion and allow-
query-cache ACLs, which allows remote
attackers to make recursive queries and
query the cache.”

Documentation said that
cache was (by default)

usable only by local network.

This bug hurt confidentiality:
attackers easily see which
names have been looked up.

Also hurt availability:
e.g., attackers easily use
cache as DDoS amplifier.
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“CVE-2007-2925: The default access
control lists (ACL) in ISC BIND 9.4.0,
9.4.1, and 9.5.0al through 9.5.0ab do
not set the allow-recursion and allow-
query-cache ACLs, which allows remote
attackers to make recursive queries and
query the cache.”

Documentation said that
cache was (by default)

usable only by local network.

This bug hurt confidentiality:
attackers easily see which
names have been looked up.

Also hurt availability:
e.g., attackers easily use
cache as DDoS amplifier.
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“CVE-2007-2925: The default access
control lists (ACL) in ISC BIND 9.4.0,
9.4.1, and 9.5.0al through 9.5.0ab do
not set the allow-recursion and allow-
query-cache ACLs, which allows remote
attackers to make recursive queries and
query the cache.”

Documentation said that
cache was (by default)

usable only by local network.

This bug hurt confidentiality:
attackers easily see which
names have been looked up.

Also hurt availability:
e.g., attackers easily use
cache as DDoS amplifier.

“2004 Symantec Ent
DNSD DNS Cache |
Vulnerability: Dnsd
the data returned fre
server contains relate
the requested record
exploit this vulnerabi
to legitimate users b
to inappropriate host
attacks, impersonatic
attacks may be poss

Nobody had told
about the bailiwi




31 and
he return
function,
 bypass
RYIER

r DSA

01)

oI
O use€

“CVE-2007-2925: The default access
control lists (ACL) in ISC BIND 9.4.0,
9.4.1, and 9.5.0al through 9.5.0ab do
not set the allow-recursion and allow-
query-cache ACLs, which allows remote
attackers to make recursive queries and
query the cache.”

Documentation said that
cache was (by default)

usable only by local network.

This bug hurt confidentiality:
attackers easily see which
names have been looked up.

Also hurt availability:
e.g., attackers easily use
cache as DDoS amplifier.

“2004 Symantec Enterprise Firev
DNSD DNS Cache Poisoning
Vulnerability: Dnsd does not en
the data returned from a remote
server contains related informatic
the requested records. An attacl
exploit this vulnerability to deny
to legitimate users by redirecting
to inappropriate hosts. Man-in-t
attacks, impersonation of sites, :
attacks may be possible.”

Nobody had told Symante
about the bailiwick fix.




“CVE-2007-2925: The default access
control lists (ACL) in ISC BIND 9.4.0,
9.4.1, and 9.5.0al through 9.5.0ab do
not set the allow-recursion and allow-
query-cache ACLs, which allows remote
attackers to make recursive queries and
query the cache.”

Documentation said that
cache was (by default)

usable only by local network.

This bug hurt confidentiality:
attackers easily see which
names have been looked up.

Also hurt availability:
e.g., attackers easily use
cache as DDoS amplifier.

“2004 Symantec Enterprise Firewall
DNSD DNS Cache Poisoning
Vulnerability: Dnsd does not ensure that
the data returned from a remote DNS
server contains related information about
the requested records. An attacker could
exploit this vulnerability to deny service
to legitimate users by redirecting traffic
to inappropriate hosts. Man-in-the-middle
attacks, impersonation of sites, and other
attacks may be possible.”

d

Nobody had told Symantec

bout the bailiwick fix.
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“2004 Symantec Enterprise Firewall
DNSD DNS Cache Poisoning
Vulnerability: Dnsd does not ensure that
the data returned from a remote DNS
server contains related information about
the requested records. An attacker could
exploit this vulnerability to deny service
to legitimate users by redirecting traffic
to inappropriate hosts. Man-in-the-middle
attacks, impersonation of sites, and other
attacks may be possible.”

Nobody had told Symantec
about the bailiwick fix.
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“2004 Symantec Enterprise Firewall
DNSD DNS Cache Poisoning
Vulnerability: Dnsd does not ensure that
the data returned from a remote DNS
server contains related information about
the requested records. An attacker could
exploit this vulnerability to deny service
to legitimate users by redirecting traffic
to inappropriate hosts. Man-in-the-middle
attacks, impersonation of sites, and other
attacks may be possible.”

Nobody had told Symantec
about the bailiwick fix.

“CVE-2003-0914: IS
8.3.7, and 8.4.x befc
remote attackers to
via a malicious name
negative responses W
(time-to-live) value.”

Cache wouldn't
microsoft.com
to declare an adc
for www.google.
but would allow

microsoft.com

to declare nonex

of www.google.



~cess
9.4.0,
ab do
[low-
remote
les and

“2004 Symantec Enterprise Firewall
DNSD DNS Cache Poisoning
Vulnerability: Dnsd does not ensure that
the data returned from a remote DNS
server contains related information about
the requested records. An attacker could
exploit this vulnerability to deny service
to legitimate users by redirecting traffic
to inappropriate hosts. Man-in-the-middle
attacks, impersonation of sites, and other
attacks may be possible.”

Nobody had told Symantec
about the bailiwick fix.

“CVE-2003-0914: ISC BIND 8.3
8.3.7, and 8.4.x before 8.4.3, all
remote attackers to poison the c
via a malicious name server that
negative responses with a large
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“2004 Symantec Enterprise Firewall
DNSD DNS Cache Poisoning
Vulnerability: Dnsd does not ensure that
the data returned from a remote DNS
server contains related information about
the requested records. An attacker could
exploit this vulnerability to deny service
to legitimate users by redirecting traffic
to inappropriate hosts. Man-in-the-middle
attacks, impersonation of sites, and other
attacks may be possible.”

Nobody had told Symantec
about the bailiwick fix.

“CVE-2003-0914: ISC BIND 8.3.x before
8.3.7, and 8.4.x before 8.4.3, allows
remote attackers to poison the cache

via a malicious name server that returns
negative responses with a large TTL
(time-to-live) value.”

Cache wouldn't allow
microsoft.com servers
to declare an address
for www.google. com,
but would allow
microsoft.com servers

to declare nonexistence

of www.google. com.
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“CVE-2003-0914: ISC BIND 8.3.x before
8.3.7, and 8.4.x before 8.4.3, allows
remote attackers to poison the cache

via a malicious name server that returns
negative responses with a large TTL
(time-to-live) value.”

Cache wouldn't allow
microsoft.com servers

to declare an address

for www.google. com,

but would allow
microsoft.com servers
to declare nonexistence

of www.google. com.
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“CVE-2003-0914: ISC BIND 8.3.x before
8.3.7, and 8.4.x before 8.4.3, allows
remote attackers to poison the cache

via a malicious name server that returns
negative responses with a large TTL
(time-to-live) value.”

Cache wouldn't allow
microsoft.com servers
to declare an address
for www.google. com,
but would allow
microsoft.com servers

to declare nonexistence

of www.google. com.
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True, but we know how
to eliminate this problem

by (for example) bitslicing.

"Maybe secret-key crypto Is okay,
but large quantum computers will
kill public-key cryptography!”
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built, they'll break RSA and ECC,
but we have replacements.
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from an untrusted third party, Most large-integer overheads
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cache entries for 1sec.be, Occasional exceptions can be

not just foo.lsec.be. handled manually at low cost.
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That's a silly objection.

We need invulnerable systems,
and we need them today,

even If they are 10x slower
than our current systems.

Tomorrow we'll make them faster.

Most CPU time is consumed

by a very small portion

of all the system's code.

Most large-integer overheads
are removed by smart compilers.
Occasional exceptions can be
handled manually at low cost.

More anti-bug meta-engine
examples In my gmail pape
automatic array extensions
partitioning variables

to make data flow visible;

automatic updates of
“summary’ variables;
abstraction for testability.

“Okay, we can achieve
much smaller bug rates.
But in a large system

we'll still have many bugs,
including many security ho



“Large-integer libraries are slow!”

That's a silly objection.

We need invulnerable systems,
and we need them today,

even If they are 10x slower
than our current systems.

Tomorrow we'll make them faster.

Most CPU time is consumed

by a very small portion

of all the system's code.

Most large-integer overheads
are removed by smart compilers.
Occasional exceptions can be
handled manually at low cost.

More anti-bug meta-engineering
examples in my gmail paper:
automatic array extensions;
partitioning variables

to make data flow visible;
automatic updates of
“summary’ variables;
abstraction for testability.

“Okay, we can achieve

much smaller bug rates.

But in a large system

we'll still have many bugs,
including many security holes!”
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More anti-bug meta-engineering
examples in my gmail paper:
automatic array extensions;
partitioning variables

to make data flow visible;
automatic updates of
“summary’ variables;
abstraction for testability.

“Okay, we can achieve

much smaller bug rates.

But in a large system

we'll still have many bugs,
including many security holes!”

Eliminating code

Measure code rate of
software-engineering processes.

Meta-engineer processes
that spend less code

to get the same job done.
Note: progress is quantified.

This is another classic topic

of software-engineering research.
Combines reasonably well

with reducing bug rate.
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Eliminating code

Measure code rate of
software-engineering processes.

Meta-engineer processes
that spend less code

to get the same job done.
Note: progress is quantified.

This 1s another classic topic

of software-engineering research.
Combines reasonably well

with reducing bug rate.

Example where gmail did well:
reusing access-control code.

A story from twenty years ago:
My .forward ran a program
creating a new file in /tmp.
Surprise: the program was
sometimes run under another uid!

How Sendmail handles . forward:
Check whether user can read it.
(Prohibit symlinks to secrets!)
Extract delivery instructions.
Keep track (often via queue file)

of instructions and user.

Many disastrous bugs here.
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creating a new file in /tmp.
Surprise: the program was
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How Sendmail handles . forward:

Check whether user can read it.
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Extract delivery instructions.
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Example where gmail did well:
reusing access-control code.

A story from twenty years ago:
My .forward ran a program
creating a new file in /tmp.
Surprise: the program was
sometimes run under another uid!

How Sendmail handles . forward:

Check whether user can read it.
(Prohibit symlinks to secrets!)
Extract delivery instructions.
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of instructions and user.
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Example where gmail did well:
reusing access-control code.

A story from twenty years ago:
My .forward ran a program
creating a new file in /tmp.
Surprise: the program was
sometimes run under another uid!

How Sendmail handles . forward:

Check whether user can read it.
(Prohibit symlinks to secrets!)
Extract delivery instructions.
Keep track (often via queue file)
of instructions and user.

Many disastrous bugs here.
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Example where gmail did well:
reusing access-control code.

A story from twenty years ago:
My .forward ran a program
creating a new file in /tmp.
Surprise: the program was
sometimes run under another uid!

How Sendmail handles . forward:

Check whether user can read it.
(Prohibit symlinks to secrets!)
Extract delivery instructions.
Keep track (often via queue file)
of instructions and user.

Many disastrous bugs here.

Kernel already tracks users.
Kernel already checks readability.
Why not reuse this code?

How gmail delivers to a user:
Start gmail-local
under the right uid.

When gmail-local reads
the user’'s delivery instructions,

the kernel checks readability.
When gmail-local runs a
program, the kernel assigns
the same uid to that program.
No extra code required!
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Kernel already tracks users.
Kernel already checks readability.
Why not reuse this code?

How gmail delivers to a user:
Start gmail-local
under the right uid.

When gmail-local reads
the user’s delivery instructions,

the kernel checks readability.
When gmail-local runs a
program, the kernel assigns
the same uid to that program.
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Kernel already tracks users. Example where gmail and djbdns
Kernel already checks readability. did badly: exception handling.
Why not reuse this code?

djbdns has thousands
How gmail delivers to a user: of conditional branches.
Start gmail-local About half are simply
under the right uid. checking for temporary errors.
When gmail-local reads Same for gmail.
the user’s delivery instructions, Easy to get wrong: e.g.,
the kernel checks readability. “If ipme_init () returned -1,
When gmail-local runs a gmail-remote would continue”
program, the kernel assigns (fixed in gmail 0.92).

the same uid to that program. Easily fixed by better language.

No extra code required!
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djbdns has thousands
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About half are simply
checking for temporary errors.

Same for gmail.
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checking for temporary errors.

Same for gmail.

Easy to get wrong: e.g.,
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Same for gmail.
Easy to get wrong: e.g.,
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Example where gmail and djbdns
did badly: exception handling.

djbdns has thousands
of conditional branches.

About half are simply
checking for temporary errors.

Same for gmail.
Easy to get wrong: e.g.,
“If ipme_init () returned -1,

qmail-remote would continue”
(fixed in gmail 0.92).

Easily fixed by better language.

More small-code meta-engineering
examples in my gmail paper:
identifying common functions;
reusing network tools;

reusing the filesystem.

“"Okay, we can
build a system with less code,

and write code with fewer bugs.
But in a large system

we'll still have bugs,

including security holes!”
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More small-code meta-engineering
examples in my gmail paper:
identifying common functions;
reusing network tools;

reusing the filesystem.

“Okay, we can
build a system with less code,

and write code with fewer bugs.
But in a large system

we'll still have bugs,

including security holes!”
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More small-code meta-engineering
examples in my gmail paper:
identifying common functions;
reusing network tools;

reusing the filesystem.

“Okay, we can
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More small-code meta-engineering
examples in my gmail paper:
identifying common functions;
reusing network tools;

reusing the filesystem.

“Okay, we can
build a system with less code,

and write code with fewer bugs.
But in a large system

we'll still have bugs,

including security holes!”
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More small-code meta-engineering
examples in my gmail paper:
identifying common functions;
reusing network tools;

reusing the filesystem.

“"Okay, we can
build a system with less code,

and write code with fewer bugs.
But in a large system

we'll still have bugs,

including security holes!”

Eliminating trusted code

Can architect computer systems
to place most of the code
into untrusted prisons.

Definition of “untrustec

no matter what the code does,
no matter how badly it behaves,

no matter how many bugs it has,
it cannot violate the
user's security requirements.

Measure trusted code volume,
and meta-engineer processes
that reduce this volume.

Note: progress is quantified.
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NO matter
NO matter
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Eliminating trusted code

Can architect computer systems
to place most of the code
into untrusted prisons.

Definition of “untrusted

no matter what the code does,
no matter how badly it behaves,

no matter how many bugs it has,
it cannot violate the
user's security requirements.

Measure trusted code volume,
and meta-engineer processes
that reduce this volume.

Note: progress is quantified.

Warning: “Minimizing priv

rarely eliminates trusted cc

Every security mechanism,

no matter how

pointless,

says it's “minimizing privile

This is not a useful concep

gmail and djbc

here: almost a

ns did very
| code Is trt

| spent considerable effort

“minimizing privilege” ; stu

This distracted

me from

eliminating trusted code.



Eliminating trusted code Warning: “Minimizing privilege”
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Note: progress is quantified.
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Warning: “"Minimizing privilege”

rarely eliminates trusted code.

Every security mechanism,

no matter how

pointless,

says it's “minimizing privilege.”

This is not a useful concept.
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| spent considerable effort

“minimizing privilege"; stupid!

This distracted me from

eliminating trusted code.

What are the user's
security requirements?

My fundamental requirement:
The system keeps track
of sources of data.

When the system is asked
for data from source X,
it does not allow

data from source Y

to influence the result.

Example: When | view an
account statement from my bank,
| am not seeing data from other
web pages or email messages.
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“Doesn’t the UNIX/Linux kernel
already track sources?”

If | log into a system,
the kernel copies my uid
to my login process,

to other processes | start,
to files | create, etc.

But if | transfer data

to another user's processes—
through the network or a file—
the kernel doesn't remember

that I'm the source.

Source tracking today

Is Implemented by programmers
writing web browsers, mail clients,
PHP scripts, etc.

All of this code Is trusted.
All other code in these programs

Is also trusted, thanks to
nonexistent internal partitioning.

Your laptop has tens of millions

of lines of trusted code written by
thousands of novice programmers.
A screwup anywhere in that code

can violate security requirements.
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“Teach every programmer
how to write secure code.”

No, no, no!

If every programmer

Is writing trusted code
then the system has

far too much trusted code.

We need new systems

with far less trusted code.
Enforce security in TCB

so that typical programmers

don't have to worry about It.

Imagine a TCB tracking sc
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The cache remembers information
In a big associative array.

Post-packet-parsing code
tries to store www.google.com
in the associative array.

Cache policy: only root, .com,
.google.com, .WwWww.google.com
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TCB enforces this policy:
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The cache remembers information
In a big associative array.

Post-packet-parsing code
tries to store www.google.com
in the associative array.

Cache policy: only root, .com,
.google.com, .WwwWww.google.com
are allowed to store

www.google.com information.

TCB enforces this policy:
sees microsoft.com label,

refuses www.google.com data.

How much code is required
for a TCB that enforces
source-tracking policy
against all other code?

How many bugs do we expect
in a TCB of this size?
Note: Can afford expensive

techniques to reduce bug rate.

If code volume is small enough,
and bug rate Is small enough,
then we will be confident

that sources are tracked.



